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EXECUTIVE SUMMARY
The New York State Division of Criminal Justice Services (DCJS) referred to the Inspector
General a complaint alleging that an unauthorized release of private and confidential data had occurred
on a project valued at $3.45 million and involving the scanning and indexing of 22 million fingerprint
cards maintained by DCJS. Specifically, the New York State Industries for the Disabled, which
coordinates state contracts employing individuals with disabilities, reported that Focused Technologies,
a private contractor on the project, and its principals, Charles Tobin and Julie Benware, improperly
transmitted electronic images of fingerprint cards from a secure DCJS warehouse to a company in India.
The Inspector General commenced an investigation and subsequently referred its findings to the New
York State Attorney General. The Inspector General continued her investigation and assisted the
Attorney General in an investigation conducted under the authority of the New York State False Claims
Act that ultimately resulted in an agreement between the State, Focused Technologies, Tobin and
Benware.
The investigation revealed that in 2008 and 2009, Tobin and Benware covertly, and without
DCJS authorization, outsourced project work on the DCJS contract to a company in India while falsely
representing to DCJS and Industries for the Disabled that the contract was fully executed by Focused
Technologies’s staff at a secure DCJS facility as set out in contract provisions. The contract required the
on-site scanning and indexing of more than 22 million New York State fingerprint cards, which contain
such personal, private and sensitive information as Social Security numbers and fingerprint images,
among other identifiers. However, without the knowledge of DCJS and Industries for the Disabled,
Tobin and Benware covertly subcontracted the indexing – the manual typing of certain information
appearing on each fingerprint card – of more than 16 million fingerprint cards to a company in India.
Notably, these improper actions by Tobin and Benware were not detected despite specific and
reasonable security measures implemented by DCJS.
Tobin’s and Benware’s conduct violated the New York False Claims Act, Section 63(12) of
the Executive Law, New York State’s Preferred Source program, and contract provisions. The
completion of the investigation, and the resolution of potential civil claims that could be brought by the
Attorney General, requires Focused Technologies and Tobin to pay more than $3 million to the State of
New York. Focused Technologies must also employ a monitor for five years to ensure its compliance
on any future Preferred Source projects. Benware is required to pay $50,000 to the state. Additionally,
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on any new Preferred Source contracts obtained by Focused Technologies or Tobin within two years, 69
percent of the labor hours of any such contract must be performed by individuals with disabilities.
The Inspector General determined that the outsourcing of fingerprint card images by Focused
Technologies to the Indian company constituted an “acquisition without valid authorization” of private
information maintained by DCJS. The investigation did not uncover any evidence that the information
contained on the fingerprint cards was re-disclosed or otherwise utilized, and the Indian company
asserted that it deleted all fingerprint cards after Focused Technologies confirmed receipt of the
processed data. The Inspector General, however, determined that the unauthorized acquisition by itself
compromised the security, confidentiality, or integrity of personal information maintained by a state
entity and in an abundance of caution advised DCJS to post notification of the Inspector General’s
findings, which DCJS has agreed to do.
THE INSPECTOR GENERAL FOUND THAT FOCUSED TECHNOLOGIES IMPROPERLY
OUTSOURCED CONFIDENTIAL DCJS RECORDS TO A COMPANY IN INDIA
The DCJS Contract with Industries for the Disabled
New York State agencies purchase goods and services in accordance with State Finance Law
using processes meant to ensure fair, open and transparent competition. State Finance Law accords
priority to “preferred sources” of goods and services as a means to “advance special social and economic
goals.” In mid-2008, DCJS approached Industries for the Disabled to facilitate a Preferred Source
contract for an imaging and indexing project. Industries for the Disabled contracted with Northeast
Career Planning, a vocational rehabilitation agency, to provide a portion of the workforce needed on the
project, and with Focused Technologies, a private company, to perform the actual project work. Under
the Preferred Source program, more than 50 percent of the labor hours on the contract must be
performed by individuals with disabilities. Focused Technologies, located in Albany County, was coowned at the time by Charles Tobin and Julie Benware. Benware subsequently left Focused
Technologies and Tobin is currently its sole owner.
The DCJS Project Specifications
DCJS maintains a repository of criminal history records and other information that includes
more than 40 million fingerprint images associated with arrests and incarcerations, as well as those
submitted by applicants for certain occupations or licenses where a criminal history background check is
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authorized by law. As of 2008, approximately 22 million of the fingerprint images were paper
documents stored in a leased warehouse in Albany. As part of a broader initiative to digitize its records,
and because the lease on the warehouse was set to expire in early 2009, DCJS decided to procure
services to scan the fingerprint cards into digital images and index the images by a unique identifier, the
New York State Identification Number (State Identification Number).
On July 1, 2008, DCJS issued specifications for its Central Files Scanning project. Due to
the highly confidential and personal nature of the records – fingerprint cards contain such information as
the individual’s name, address, date of birth, Social Security number, physical characteristics, reason for
fingerprinting, signature and, as expected, fingerprint images – DCJS required significant security
requirements in the project specifications. These included that “[a]ll document handling and scanning
will be done at the [DCJS] Central Files site in Albany, NY.” Additionally, DCJS required that the
contractor’s employees on the project provide “appropriately signed confidentiality paperwork,” later
understood to mean criminal background checks.
Focused Technologies’s Proposal
In August 2008, DCJS’s specifications were provided by Industries for the Disabled to
Focused Technologies for its review and consideration. According to Industries for the Disabled
representatives, Focused Technologies was a likely candidate for the project due to its prior work history
involving scanning and indexing and its close proximity to the DCJS warehouse.
As pertinent to the investigation, on September 4, 2008, Focused Technologies submitted a
“price per document” proposal to Industries for the Disabled for the project. Focused Technologies’s
proposal stated that 50 scanning workstations, 10 indexing workstations, 10 export and audit
workstations and up to four computer servers would be utilized on the project. The proposal described
project parameters including that “[a]ll work must be completed at DCJS Central Files…in Albany” and
“[a]ll staff must be fingerprinted and complete Level II Background review.” Reflecting the sensitive
and confidential nature of the records, the proposal stated that Focused Technologies’s computer
network at the warehouse “will not [have] any exit points out of the physical location” and “[a]ll
equipment utilized for this project will be reformatted and wiped clean to ensure that the confidentiality
of the process is maintained.” Indeed, regarding a “detachable storage device” that held scanned
images, the proposal asserted that Focused Technologies “will not remove this device or any other
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hardware from the production facility because of the confidential nature of the records.” This contract
was executed by Tobin as president of Focused Technologies.
DCJS Contracts for the Central Files Scanning Project
In an agreement dated November 25, 2008, DCJS entered into a contract with Industries for
the Disabled for the fingerprint record scanning and indexing project. This agreement retroactively
encompassed the time period of September 1, 2008 up to December 31, 2009. Supplementing the
security requirements included in the project specifications, described above, the agreement contained
further explicit safeguards regarding the confidentiality of the project records and restrictions on
dissemination. These included the following:
(§ 6) CONTRACTOR shall provide all labor, personnel, materials, and equipment
necessary to render all of the record management and digital imaging services
requested by and provided to DCJS under the AGREEMENT.
(§ 12) All records…shall be considered confidential . . . and shall in no way be
disclosed, reproduced or in any way made available to any person, corporation or
governmental entity that is not a party to this AGREEMENT.
(§ 13) Only employees of the CONTRACTOR shall have the authority to view
and handle the documents and records provided to CONTRACTOR by DCJS.
CONTRACTOR agrees that its employees will not disclose to any person,
corporation or governmental entity that is not a party to this AGREEMENT any
of the information contained within the documents or records…as such
information is confidential…
(§ 14) The services to be provided by CONTRACTOR to DCJS under this
AGREEMENT shall not be subcontracted or assigned to another entity without
the express written permission of DCJS.
Notably, the terms and conditions contained in DCJS’s project specifications were
incorporated by reference in the contract, requiring “all services and work of CONTRACTOR shall
comply with the specifications and standards of DCJS as defined in [the DCJS specifications].” The
agreement’s total anticipated cost was approximately $3.45 million dollars.
Focused Technologies projected that the scanning and indexing would commence in August
2008 and ambitiously forecasted that more than 80 percent of the work would be completed by midJanuary 2009. To expedite the process, DCJS agreed to extend the hours of operation at the warehouse
to include weekday double shifts and weekend hours. However, the project was not substantially
completed until the end of 2009.
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Commencement of the DCJS Project
In August 2008, Focused Technologies installed furniture and equipment at the DCJS
warehouse. Servers were installed to collect the scanned images of the fingerprint cards. As the
contract prohibited dissemination of fingerprint records outside of the warehouse, the facility’s computer
system was not connected to the Internet. Moreover, Focused Technologies employees were
fingerprinted, and DCJS conducted criminal background checks pursuant to the terms of the contract. In
addition, the employees were required to utilize DCJS-issued identification cards, sign in and out of the
warehouse, and surrender their cell phones at the commencement of each shift.
Scanning and indexing began at the warehouse in or around September 2008, and the project
was fully operational shortly thereafter. In one half of the warehouse, DCJS staff prepared boxes of
fingerprint cards for processing, while Focused Technologies ran its operation in the other half. Day and
evening shifts, as well as Saturday shifts, were used to expedite the project. Workstations were
equipped with approximately 40 scanners and 20 indexing computers. Focused Technologies
employees placed fingerprint cards in scanners, scanned both sides, and re-boxed the cards. Employing
a double-blind indexing process, the scanned fingerprint images were then to be viewed by two Focused
Technologies employees, each of whom would identify the State Identification Number and type the
number into a database. Another employee would then check the accuracy of the indexing by
comparing the two independently-entered identification numbers and resolving discrepancies. A
Focused Technologies project manager, Ashley Peterson, oversaw the process at the warehouse each
day.
Focused Technologies periodically issued invoices for payment for completed work to
Industries for the Disabled which, in turn, invoiced and received payments from DCJS. The payments
would then be forwarded to Focused Technologies, less a fee paid to Industries for the Disabled.
Focused Technologies also filed Quarterly Employment Reports with Industries for the Disabled listing
the projects on which it was working as well as identifying the number of employees with disabilities
who were employed on the project and the hours they worked. The Quarterly Employment Reports
were executed by Tobin for Focused Technologies.
5

Project Indexing Outsourced to Company in India
The investigation revealed that soon after the project’s commencement, Focused
Technologies co-owners Tobin and Benware secretly circumvented the terms of the contract and began
to outsource project indexing to a company in India. As early as mid-October 2008, Tobin and
Benware entered into an agreement with an Indian company to index a portion of the approximately 22
million fingerprint cards that Focused Technologies was obligated by contract to process on its own.
The Indian company, which was known to Tobin, was unaware of Focused Technologies’s agreement
with Industries for the Disabled and DCJS, and the requirement that the majority of the work was to be
performed by individuals with disabilities. Likewise, the Indian company did not know of the
prohibitions on outsourcing, the requirement for employee criminal background checks, and other
security components set forth in the agreement. The Indian company, which cooperated with this
investigation, provided documentation describing its role in the project and its agreement with Tobin
and Benware.
The first documented contact between Focused Technologies and the Indian company
regarding the project occurred on October 15, 2008 when Tobin e-mailed a company representative
requesting a price quote for indexing services. The e-mail read:
“. . . I have a new project that I would like for you to review. I copied a project
spec sheet and a zip file of 300 samples to your FTP site. Please review and ask
any questions or provide a price if you don’t have any questions. We have
already started this project so your quick review and response is important. The
documents are of a sensitive nature so please stress the confidentiality of the
records.”
Following an exchange of emails in which Tobin and the representative discussed pricing
and confidentiality concerns, the Indian company agreed to undertake the project. Thereafter, from
October 2008 through September 2009, fingerprint card images were electronically transmitted from
Focused Technologies to the Indian company. This was accomplished by Tobin, Benware, and
Peterson, the operations manager, who, on a near daily basis, surreptitiously copied images onto
portable hard drives. They then carried the hard drives to Focused Technologies’s offices, where,
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during evening hours, Tobin and Benware transmitted the data to India. During the course of this
approximately year-long activity, Tobin and Focused Technologies filed false Quarterly
Employment Reports with Industries for the Disabled in which they failed to list any hours worked
by employees of the Indian company, which would have revealed the improper outsourcing. In
total, the Indian company performed approximately 37.5 percent of the project work. As a result,
Focused Technologies did not utilize a workforce of individuals with disabilities to perform more
than 50 percent of the project’s work hours, in violation of the preferred source contract. Notably,
these improper actions by Tobin, Benware, and the operations manager were not detected despite the
specific and reasonable security measures implemented by DCJS, as described above.
According to representations made by the Indian company, the State Identification
Number from each card was indexed utilizing a double-blind procedure. The data were then
transmitted back to Focused Technologies and reviewed by Tobin, Benware, and Peterson, the
project manager. Despite being unaware of the security requirements mandated under the preferred
source contract, the Indian company represented that it had implemented safeguards that included
restricting access to the production facility, use of a secure data room, no Internet connectivity in
production area, employee identification checks, and prohibition of employee electronic devices in
the production area. In addition, the company represented that pursuant to its agreement with
Focused Technologies, it deleted all fingerprint card images shortly after Focused Technologies
confirmed receipt of the processed data. Focused Technologies paid the Indian company a total of
approximately $82,000 for 45 weeks of work, processing approximately 16 million fingerprint cards.
Tobin and Benware Admit Wrongdoing and Enter into an Agreement with the State
According to Tobin, he outsourced project work to the Indian company after he
purported he was unable to recruit and train a sufficient number of employees to properly complete
the project on schedule. The outsourcing also resulted in substantial savings in production costs for
Focused Technologies. Tobin admitted that he advised neither DCJS nor Industries for the Disabled
of his and Benware’s actions, which were only known to one other Focused Technologies employee,
the operations manager. The investigation confirmed that DCJS and Industries for the Disabled had
no knowledge of the outsourcing. Both DCJS and Industries for the Disabled cooperated with this
investigation.
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Additionally, Tobin testified that an undetermined number of the 16 million fingerprint
cards transmitted to India had been cropped so as to show only each card’s State Identification
Number, but no other information. However, Tobin further testified that at some point he ceased
cropping the images, purportedly due to technical difficulties, and thereafter full images of
fingerprint cards, including Social Security numbers and other personal data, were transmitted to the
Indian company. Significantly, Tobin testified that he had no current means for determining which
specific fingerprint cards had been sent to India, in either cropped or uncropped form. As a result, it
is impossible to determine which of the 22 million cards were sent to India, and therefore
compromised.
Like Tobin, Benware testified under oath and admitted to her complicity in the outsourcing.
Although claiming that she initially resisted the plan, she knowingly participated in the transfer of
records to the Indian company and took no action to halt the practice or alert DCJS or Industries for the
Disabled. Peterson, the project manager, initially provided testimony under oath in which she denied
any involvement in or knowledge of the outsourcing. In subsequent testimony, Peterson recanted her
earlier claims and admitted her role in the outsourcing.
Pursuant to an agreement with the State, appended to this report, Tobin and Benware
admitted their wrongdoing regarding the improper outsourcing violated New York State’s False
Claims Act. In the agreement, Focused Technologies and Tobin agreed to: (1) pay the State
$3,050,000 over a three-year period; (2) meet a goal of 69 percent of labor-hours performed by
individuals with disabilities on all new Preferred Source contracts entered into during a two-year
period; and (3) retain an independent monitor, at Focused Technologies’s own expense, for a period
of five years, who will annually report on compliance to the Attorney General, Inspector General,
and Industries for the Disabled. In the agreement, Benware agreed to pay $50,000 to the State.
New York State Technology Law - Internet Security and Privacy Act
State Technology Law establishes requirements for the protection of private information
maintained by state agencies as computerized data. Private information is defined in the law as personal
information combined with other identifiers, such as Social Security numbers. The law requires agency
action in the event of “unauthorized acquisition or acquisition without valid authorization of
computerized data which compromises the security, confidentiality, or integrity of personal information
maintained by a state entity.”
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The Inspector General determined that the outsourcing of fingerprint card images by Focused
Technologies to the Indian company constituted an “acquisition without valid authorization” of private
information maintained by DCJS. The investigation did not uncover any evidence that the information
contained on the fingerprint cards was re-disclosed or otherwise utilized, and the Indian company
asserted that it deleted all fingerprint cards after Focused Technologies confirmed receipt of the
processed data. The Inspector General, however, determined that the unauthorized acquisition by itself
compromised the security, confidentiality, or integrity of personal information maintained by a state
entity and in an abundance of caution advised DCJS to post notification of the Inspector General’s
findings, which DCJS has agreed to do.
FINDINGS AND RECOMMENDATIONS
The investigation revealed that Charles Tobin and Julie Benware, the principals of Focused
Technologies at the time of this investigation, improperly outsourced to a company in India private and
confidential data as part of a DCJS project involving the scanning and indexing of 22 million fingerprint
cards. Tobin and Benware falsely represented to DCJS and Industries for the Disabled that the contract
was fully executed by Focused Technologies’s staff at a secure DCJS facility per contract provisions.
These improper actions by Tobin and Benware were not detected despite the security measures
implemented by DCJS.
Tobin’s and Benware’s conduct violated the New York State False Claims Act, New York
State’s Preferred Source program, and contract provisions. As noted above, the Inspector General
determined that the unauthorized acquisition of information compromised the security, confidentiality,
or integrity of personal information maintained by a state entity, and DCJS has agreed to the Inspector
General’s recommendation to post notification of the Inspector General’s findings on its website.
An agreement requires Focused Technologies and Tobin to pay more than $3 million to the
State of New York. Benware is required to pay $50,000 to the state. Focused Technologies must also
meet a goal of 69 percent of labor-hours performed by individuals with disabilities on all new Preferred
Source contracts during a two-year period. Additionally, Focused Technologies must retain an
independent monitor, at its own expense, for a period of five years, to ensure its compliance on future
Preferred Source projects and annually report on the same to the Attorney General, Inspector General,
and Industries for the Disabled.
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